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BRIGADEf Science Fiction

“Any sufficiently advanced

technology is indistinguishable

from magic”.
Arthur C. Clarke
"Profiles of The Future”, 1961
(Clarke's third law)
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http://www.quotationspage.com/quotes/Arthur_C._Clarke/

RADAR AND THE INDUSTRY

October 1945

October, 1945

Wireless World
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EXTRA-TERRESTRIAL RELAYS
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BRIGADEr Building Secure Systems
“A common mistake that people
make when trying to design
something completely foolproof is
to underestimate the ingenuity of _
complete fools.” _ "

“r.r.-.'r K.;Al..ﬂ‘ K‘r‘

Douglas Adams, Mostly Harmless
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BRIGADE' Planning for the Future

“Prediction is very difficult,

especially about the future”
Neils Bohr
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BRIGADE Planning for the Unknown

“...because as we know, there are
known knowns; there are things we
know we know. We also know
there are known unknowns; that is
to say we know there are some
things we do not know. But there
are also unknown unknowns -- the
ones we don't know we don't
know.”

Donald Rumsfeld (a man “in the know”)
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BRIGADE'S Evolution of the Attacks
e |Investment in network controls stops simple mass
attacks
o Attacks now ‘move up the stack’, attack applications and
users

« Targeted attacks work, and are often unreported.
Growing faster than mass attacks. Economic damage
Increases. (TJX)

o Gartner says the cost of a sensitive data breach will
Increase 20%/yr through 2009.
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BRIGADE The threat landscape

 Number of vulnerabillities Is increasing*
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* Not withstanding the 2007 number drop, the % of criticals increased dramatically
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BRIGADE? Just last week...

What a Week!

Vulnerabilities on the most critical list this week: 1 Microsoft, 2

Apple, 1 Novell, 1 Symantec, and 2 Adobe and 1 ClamAV. Add 9 more
"high" criticality vulnerabilities and 3 of moderate criticality and you
have the most challenging security week in many months.

Note how many of these vulnerabilities are NOT patched by Microsoft's
automatic updaters. Too many companies are not updating applications
other than Windows products. That's more than dangerous.

Alan
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@RISK: The Consensus Security Vulnerability Alert
Feb 14, 2008 Vol. 7. Week 7
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E‘;hl'% Ag;\ Application Software =
Current Achilles Heel

“75% of attacks now take place at the
application layer” Gartner, 2006

“4.375 vulnerabilities in the first 9 months
j of 2006. Web flaws are the 3 most common.”
j Mitre Corp, 09/2006

“Customization of off-the-shelf software is

the weakest link in application security”.
Gartner, 09/2005

“By 2009, 80% of enterprises will fall victim to an

application attack”.
Gartner, 2007
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BRIGADE? Vulnerabilities

Many ways to exploit a vulnerability with targeted
attacks

Pre-authenticated

[ ]
—
(OS]
Windows, Linux, Solaris

Authenticated

Web Server App Server Database
Microsoft, Apache, Netscape... BEA, IBM, Oracle, Sun... Oracle, Microsoft, Sybase, IBM...

*
*
*
*
*
*
“
*

Firewall Firewall Firewall

Insider
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EEIG DEV Getting Harder to Defend

o Skills gap — attackers vs. internal

 Web 2.0 and futures
— Non-programmers programming in
scripting languages
— Applications now cross firewall
boundaries

Choose 2:

The Good News:
You don’t have to be perfect to be secure...

just stay ahead of the crowd
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Gartner Hype Cycle for Cyberthreats, 2006
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BRIGADE Security Market Hamster Wheel

Bad guys innovate ' Exploits occur

Temporary Balance Point Solutions

| i Consolidation'
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BRIGADE" Defining Risk

Risk = more things can happen than will happen

Risk = probability of occurrence X consequence
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BRIGADE Minimizing Risk

People or thing Minimize this

. " Threat * Vulnerability
Risk = * Value

. Countermeasures

Maximize this

Don’t look at threat vs countermeasures.
Consider vulnerability vs countermeasures.
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BRIGADEV New threats increase risk

Product 1

I I
Risk Tax 1 I
1 ] before new threat 1 I
« | | Product 1 I
) 1 Risk Tax I
: after new threat :
P [ | I 9 |
I I
(Re)Normalized : :
Residual I I
Risk | I
I I
I I
I
I
(Threat, Vulnerability)

Product 1
source: Bob Blakely, Burton Group
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BRIGADE'S Compliance Balancing Act is Hard

..and risk-based compliance is coming

Extended Enterprise Governance & Regulation

/ Employees; Branch Offices \ / NERG others.. \
i . MITS PIPEDA
@ Customers 1 i Suppliers CA SB1386 EU Data Protection Act

‘_St ined SEC Regs Sarb o
A A reamline arbanes-Oxle
s:rf/?(;ssst(; t} Business FISMA y

\Information Web Processes/ \ HIPAA GLBA PCI /

Policies, Procedures, Operations

Information
Security Governance
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BRIGADE Disappearing Perimeter

o Traditional IT security approach is to
secure the network, however...
— Technology shifts make the perimeter porous
— An attack Is an attack, internal or external

— Protect IT assets from every threat, identified
or potential

 “It only takes one”: A single infected PC can take
down an entire network
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BRIGADE' De-Perimeterization

Elf‘f“[_‘ Secl ITITV solutions

Jericho Forum lJE|:(|(:|-|0|

http://www.opengroup.org/jericho/

— Promotes architectures and standards for the extended
enterprise model, recognizing computing history as increasing
connectivity over time

— Jericho Forum in a nutshell: “Your security perimeters are
disappearing: what are you going to do about it?”

ANH0d
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HIRD I“\ Perimeter Security Controls now
BRIGADE
move to the Hosts

o Consider trying to spot the bad guy
— In a crowded football stadium?
— On the street in front of your house?
— Trying to get into a door or window of your house?

* Finer-grained filtering works.

— It is much easier to spot the bad stuff trying to enter
the host. Knowing the application context helps a lot!
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BRIGADEf | Summary

o Attacks keep increasing, and methods keep

changing. Cybercrime is now a $100B/yr
Industry

 Disconnect growing between danger levels and
management estimations
o Application attacks recognized as a priority

— Business critical traffic 1s main infection vector. Web
and email cannot be blocked without shutting down
the user

e Older network security controls not enough, host
computers need to protect themselves

e Prioritize risks, work them in order
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